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Intrusion Prevention technology is now a 

“must have” part of an Original Equipment 

Manufacturer’s (OEM) product portfolio for 

the security market.  Intoto’s IntruProTM Inline 

Intrusion Prevention System (IPS) provides 

OEMs with a complete, enterprise-class IPS 

solution including a sophisticated manage-

ment platform, signature updates and 

system certification.  IntruPro incorporates 

application-aware technology that goes far 

beyond open source based technology such 

as SNORT, delivering a reliable and robust 

IPS solution.  IntruPro also has its own 

management interface, which allows it to be 

deployed with small-to-medium to large 

enterprises.

The IntruPro solution represents the next 

generation in intrusion prevention systems 

and is based on Intoto’s unique, patent-

pending application-aware Inline IPS technol-

ogy.  IntruPro provides greater accuracy for 

reduced false alarms, and higher perfor-

mance than traditional approaches.  The 

platform enables networking OEMs to go to 

market with advanced IPS functionality in 

record time -- either as an upgrade to 

existing Firewall/VPN products or as a new 

IPS security appliance.  

Intoto's Inline IPS technology is based on 

highly sophisticated intrusion detection 

techniques.  Its proprietary application-aware 

architecture reduces false positives to near 

zero.  The application intelligence enables 

classification of traffic based on state, 

service, and direction. Packet processing 

load is minimized because only relevant 

rules are checked. This dramatically boosts 

the performance of the intrusion prevention 

system over the traditional pattern 

matching/anomaly correlation techniques 

In addition to the signature-based detection, 

protocol anomaly, and traffic anomaly, 

IntruPro also has a learning mode feature 

that creates a profile of all the traffic 

connections.  This enables tailoring the 

system to a network of any size and to 

identify deviations from normal profiles.  

IntruPro also offers a high degree of 

flexibility for the user to apply selected rules, 

filter relevant log messages and adding 

signatures. 

The IntruPro solution includes platform 

software and value-added services.  It 

includes an integrated sensor software that 

runs embedded in the network security 

appliance and a sophisticated management 

package.  Real-time signature and system 

certification are two Intoto services that 

complete the IntruPro solution.

The IntruPro sensor has been pre-integrated 

with many popular processors/SoCs and 

embedded operating systems, enabling 

equipment manufactureres to accelerate 

• Provides OEMs with a complete, 
enterprise-class IPS solution 
including a sophisticated 
management platform, signature 
updates and system certification

• Delivers patent-pending 
application-aware technology 
reduces false positives  

• Offers greater accuracy over 
traditional intrusion prevention 
systems 

• Outperforms SNORT open source 
technology
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